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GeeseMed FHIR APl documentation

Product Name and Version
GeeseMed 7.1

Introduction
This documentation outlines the steps required for authorized access to Protected Health Information (PHI) through the
GeeseMed EHR FHIR APls.

These APls enable secure and standardized access to healthcare data using FHIR (Fast Healthcare Interoperability
Resources), developed by HL7 to support clinical interoperability across systems.

This guide also describes the use of OAuth 2.0 for authentication and authorization, allowing client applications to

securely request and access FHIR-based resources.

Application Access Requests
Base URL

All FHIR API requests should be made to:

https://sandbox-r4.interopengine.com/fhir/r4/mdofficemanager

Authentication & Authorization
Before accessing FHIR APIs, client applications must obtain an access token from the GeeseMed Authorization Server.

Geesemed supports the following OAuth 2.0 flows:
e Authorization Code Grant (for user-facing applications)

¢ Client Credentials Grant (for backend/system integrations)

Client Registration
Third-party application vendors must submit the following details via email itsupport@mdofficemanager.com

1. Application Name

2. Application Type
o Patient-Specific
o Provider-Specific

3. Brief Description of the Application
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4. Required APIs / Scopes
5. Launch URL (optional)
6. Redirect URL
7. Application Developer Name
After submission:
e The API Subscription Agreement must be signed by the application vendor
e The GeeseMed EHR administrator reviews the request
e Upon approval, a client_id is issued to the application
Supported Data Access
GeeseMed currently supports:
¢ Read-only access to FHIR resources
e APIs aligned with the USCDI v3 core dataset

e Supported FHIR versions available via the platform

SMART on FHIR Application Types
GeeseMed supports the following SMART on FHIR application types:

1. Standalone Applications
e Operate independently of the EHR Ul
e Use Authorization Code flow
e Support:
o Patient context
o Refresh tokens
o OpenlD Connect (OIDC) identity tokens
2. EHR Embedded Applications
e Launched directly from within the GeeseMed EHR
e Support SMART on FHIR EHR launch context
e Enable in-workflow access for providers
3. Backend Services Applications (System-to-System)

e Use Client Credentials Grant
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¢ No user interaction required
e Designed for:
o Bulk data export
o Multi-patient data access
e Example use case:
o Exportclinical data for a patient population

Authorization Code Flow (User-Based Access)

Endpoint URL

Authorization https://sandbox-r4.interopengine.com/oauth/mdofficemanager/authz
Token https://sandbox-r4.interopengine.com/oauth/mdofficemanager/token
Registration https://sandbox-r4.interopengine.com/oauth/mdofficemanager/register
Manage https://sandbox-r4.interopengine.com/oauth/mdofficemanager/manage

1. The client application redirects the user to:
https://sandbox-r4.interopengine.com/oauth/mdofficemanager/authz

2. The user logs in using GeeseMed credentials

3. The user grants consent

4. An authorization code is returned to the client

5. The client exchanges the code for an access token at:
https://sandbox-r4.interopengine.com/oauth/mdofficemanager/token

6. The APl returns an access token for accessing FHIR resources
Client Credentials Flow (Backend Access)

e The client authenticates directly with the token endpoint

e No userinteraction is required

e Access tokens are issued for system-level operations
Notes & Constraints

e Only approved and registered applications can access the APIs

e All APl access is subject to granted scopes
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e Data access is restricted to read operations

e Compliance with applicable healthcare data regulations is required

Token Management & Security
Refresh Tokens

Client applications using the Authorization Code Grant may request a refresh token by including the offline_access scope
in the initial authorization request.

e The end user may choose to deny this scope during consent.
e If approved, a refresh token will be issued along with the access token, in accordance with RFC 6749.
e Refresh tokens can be used to obtain new access tokens without requiring the user to re-authenticate.
GeeseMed Policy:
e Default refresh token validity: 90 days (subject to change based on organizational policies)
e Refresh tokens are single-use only
e Each successful token refresh returns:
o A new access token
o Anew refresh token
Client applications must securely store refresh tokens.

Note:
Refresh tokens are not issued for applications using the Client Credentials Grant, as these applications can directly
request new access tokens from the token endpoint.

PKCE (Proof Key for Code Exchange)

GeeseMed requires Proof Key for Code Exchange (PKCE) for all applications using the Authorization Code Grant, as
defined in RFC 7636.
e Only the $256 code challenge method is supported
e Clients must include:
o code_challenge in the authorization request
o code_verifier in the token request
PKCE enhances security by protecting authorization codes from interception attacks.

Access Token Usage

All API requests must include a valid access token in the HTTP Authorization header using the Bearer token scheme, as
defined in RFC 6750.

Example: Authorization: Bearer {access_token}
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Error Handling
The APl will return standard HTTP status codes in the following scenarios:
e 401 Unauthorized
Returned when the access token is missing, expired, or invalid
e 403 Forbidden
Returned when the access token is valid but does not have sufficient permissions (scopes) for the requested
resource

External APl Documentation

GeeseMed FHIR APIs are powered by the EMR Direct Interoperability Engine platform. For full API specifications,
including resource structures and supported operations, refer to: https://www.interopengine.com/2026/open-api-
documentation.html

Please note:
e This guide documents GeeseMed-specific endpoints, authentication, and access policies

e The external documentation provides standard API behavior and resource definitions based on FHIR

References:
https://appstudio.interopengine.com/

https://www.interopengine.com/

Terms of Use

1.TERMS ACCEPTANCE AND REPRESENTATION

a. Accepting the Terms. These Terms of Use ("Terms") govern your access to and use of the Certified GEESEMED
EHR API, documentation, services, etc. By accessing or using the Certified GEESEMED APIs, you agree to be
bound by these Terms. “Certified GEESEMED EHR API” means the API provided by GEESEMED to allow
authorized access to query our Client(s) Electronic Health Record system. You represent and warrant that you
are at least 18 years of age and that you possess the legal right and ability to agree to these Terms and to use
the Certified GEESEMED APIs in accordance with these Terms.

b. Entity Representation. If you are using the Certified GEESEMED API on behalf of a legal entity (i.e. a Clinical
software services company), you represent that you have proper authority to act on behalf of and bind the
entity to these Terms, and by accepting, you accept on behalf of the entity (and all references to “you” in the
Terms refer to the entity).

2. REPRESENTATIONS AND RESPONSIBILITIES
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Compliance. You agree to be financially responsible for your use of the Certified GEESEMED EHR APIs and to
comply with your responsibilities and obligations as stated in these Terms. You agree to comply at all times with
all applicable laws, rules and regulations relating to the use of the Certified GEESEMED EMR APlIs. You hereby
grant GEESEMED the right to monitor and periodically audit in a reasonable manner your use of the Certified
GEESEMED APIs, your App and other activities related to your obligations under these Terms.

Virus Warranty. You warrant that your Apps will not contain any viruses or other malicious computer
instructions, devices, or techniques that can or were designed to threaten, infect, damage, disable, or shut down
the GEESEMED EHR APIs, any technology, software, solution, equipment or any computer system.

3.GENERAL

a)

b)

d)

Changes. GEESEMED may, in its sole and absolute discretion, make changes, modifications or updates to the
Certified GEESEMED EHR API (including without limitation changes to the capabilities and tech specs), without
notice to you.

Global Availability. GEESEMED makes no representations that the Certified GEESEMED EHR APIs are appropriate
or available for use in locations outside of the United States, and access to them from such territories is at your
own risk. Those who choose to access the Certified GEESEMED APIs from locations outside of the United States
do so at their own initiative and are responsible for compliance with applicable local laws.

Intellectual Property Rights. You acknowledge and agree that the Certified GEESEMED EHR APIs and
GEESEMED’s software, products and services are proprietary in nature, that GEESEMED claims all intellectual
property rights therein as well as in all modifications, enhancements and alterations thereto, and that
GEESEMED neither grants nor otherwise transfers any rights of ownership therein to you or any third party. No
rights or licenses are granted by GEESEMED other than those rights expressly granted in these Terms, and
GEESEMED reserves all rights not expressly granted.

Waiver, Release and Limitation of Liability. You acknowledge and agree that neither GEESEMED nor any of its
affiliates will have any responsibility or liability with respect to your or any third party’s distribution,
implementation, commercialization, use, or other form of exploitation of any app, software, solution, service or
other technology created by you or another third party. As between you and GEESEMED, you are solely
responsible and liable for all representations, warranties, support and other obligations made by you to any
third party related to any app, software, solution, service or other technology created by you, including claims
arising from product liability, breach of warranty, and intellectual property infringement. YOU HEREBY RELEASE
AND FOREVER WAIVE ANY AND ALL CLAIMS YOU MAY HAVE AGAINST GEESEMED, ITS OFFICERS, DIRECTORS,
EMPLOYEES, AGENTS, INFORMATION PROVIDERS OR SUPPLIERS FOR LOSSES OR DAMAGES YOU SUSTAIN IN
CONNECTION WITH YOUR USE OF THE CERTIFIED GEESEMED EHR APl AND ANY GEESEMED WEBSITES.
GEESEMED MAKES NO REPRESENTATIONS ABOUT THE SUITABILITY, RELIABILITY, AVAILABILITY, TIMELINESS AND
ACCURACY OF THE CERTIFIED GEESEMED APIs OR OTHER INFORMATION, TECHNOLOGY, SOFTWARE, PRODUCTS
AND SERVICES PROVIDED BY GEESEMED FOR ANY PURPOSE. ALL SUCH TECHNOLOGY, INFORMATION,
SOFTWARE, PRODUCTS AND SERVICES ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND. GEESEMED
HEREBY DISCLAIMS ALL WARRANTIES AND CONDITIONS WITH REGARD TO THE CERTIFIED GEESEMED APIs,
OTHER TECHNOLOGY, INFORMATION, SOFTWARE, SOLUTIONS, PRODUCTS AND SERVICES, INCLUDING ALL
IMPLIED WARRANTIES AND CONDITIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE
AND NON-INFRINGEMENT. TO THE FULLEST EXTENT PERMITTED BY LAW, IN NO EVENT SHALL GEESEMED, ITS
OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, AND/OR ITS SUPPLIERS BE LIABLE FOR ANY DIRECT, INDIRECT,
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PUNITIVE, INCIDENTAL, SPECIAL, CONSEQUENTIAL DAMAGES OR ANY OTHER DAMAGES WHATSOEVER
INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF USE, DATA OR PROFITS, ARISING OUT OF OR IN ANY
WAY CONNECTED WITH THE ACCESS, USE OR PERFORMANCE OF THE CERTIFIED GEESEMED APIs, WITH THE
DELAY OR INABILITY TO USE THE CERTIFIED GEESEMED EHR APIs OR RELATED TECHNOLOGY, SOFTWARE OR
SERVICES, THE PROVISION OF OR FAILURE TO PROVIDE THE CERTIFIED GEESEMED APIs, SOFTWARE OR
SERVICES, OR FOR ANY INFORMATION, SOFTWARE, PRODUCTS AND SERVICES OBTAINED FROM GEESEMED, OR
OTHERWISE ARISING OUT OF THE USE OF THE CERTIFIED GEESEMED APIs, WHETHER BASED ON CONTRACT,
TORT, NEGLIGENCE, STRICT LIABILITY OR OTHERWISE, EVEN IF GEESEMED HAS BEEN ADVISED OF THE
POSSIBILITY OF DAMAGES. BECAUSE SOME STATES/JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR
LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT
APPLY TO YOU. IF YOU ARE DISSATISFIED WITH ANY PORTION OF THE CERTIFIED CLINCMAX EHR APIs, OR WITH
THESE TERMS OF USE, YOUR SOLE AND EXCLUSIVE REMEDY IS TO DISCONTINUE USING THE CERTIFIED
GEESEMED EHR APIs. NOTWITHSTANDING THE FOREGOING PARAGRAPH, THE TOTAL LIABILITY OF GEESEMED,
ITS OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, INFORMATION PROVIDERS AND SUPPLIERS, IF ANY, FOR
LOSSES OR DAMAGES SHALL NOT EXCEED THE FEES PAID BY YOU FOR THE USE OF THE PARTICULAR
TECHNOLOGY, SOFTWARE, PRODUCT, INFORMATION OR SERVICE PROVIDED BY GEESEMED.

e) Indemnification. YOU AGREE TO INDEMNIFY, DEFEND AND HOLD HARMLESS GEESEMED, ITS OFFICERS,
DIRECTORS, EMPLOYEES, AGENTS, INFORMATION PROVIDERS AND SUPPLIERS FROM AND AGAINST ALL CLAIMS,
LIABILITIES, LOSSES, EXPENSES, DAMAGES AND COSTS,INCLUDING REASONABLE ATTORNEYS’ FEES, RESULTING
FROM ANY VIOLATION OF THESE TERMS OR ANY ACTIVITY RELATED TO YOUR USE OF THE CERTIFIED GEESEMED
APIS OR THE GEESEMED WEB SITES.

f) Term and Termination. Either you or GEESEMED may terminate your right to use the Certified GEESEMED EHR
APIs at any time, with or without cause, upon notice. GEESEMED also reserves the right to disable your API
access in a production environment at any time, with or without cause. GEESEMED reserves the right to disable
access to the GEESEMED EHR APIs if your App poses any security, privacy, or patient safety risks. The provisions
concerning Indemnification, Waiver, Release and Limitation of Liability, and General shall survive any
termination of these Terms.

g) Governing Law. These Terms are governed by US federal law or the laws of the State of California

4. Application developer affirmations to Certified APl Developers regarding the ability of their applications to secure a
refresh token, a client secret, or both, must be treated in a good faith manner
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